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The U.S. Department of Labor (DOL) published Compliance Assistance Release No. 2024-01 on
September 6, 2024. The release, titled “Cybersecurity Guidance Update,” clarifies that the cybersecurity
guidance the DOL issued in April 2021 applies to all employee benefit plans, including health and
welfare plans. The DOL states that since the guidance was published, service providers have told plan
fiduciaries and Employee Benefits Security Administration (EBSA) investigators that the guidance
applies only to retirement plans.

The 2021 guidance consists of three parts: (1) Tips for Hiring a Service Provider (directed toward plan
sponsors and fiduciaries), (2) Cybersecurity Program Best Practices (directed toward recordkeepers
and other service providers responsible for plan-related IT systems and data), and (3) Online Security
Tips (directed toward plan participants and beneficiaries). To further clarify that the guidance applies to
all plans, the DOL updated each of the three parts to specify that plan participants, employers, plan
sponsors and fiduciaries of both retirement and health and welfare plans should follow the guidance
contained in each part and maintain strong cybersecurity practices.

The DOL also pointed health and welfare plan sponsors toward the following cybersecurity guidance
published by the U.S. Department of Health and Human Services:

» Health Industry Cybersecurity Practices: Managing Threats and Protecting Patients

» Technical Volume 1: Cybersecurity Practices for Small Healthcare Organizations

« Technical Volume 2: Cybersecurity Practices for Medium and Large Healthcare Organizations
Considerations for Plan Sponsors and Other Fiduciaries

See our previous Update on the DOLs cybersecurity guidance for a more detailed summary of best
practices and considerations. In general, the guidance indicates plan sponsors and fiduciaries should do
the following:

1. Select and monitor service providers with an eye towards cybersecurity.

2. Conduct periodic reviews of the cybersecurity programs of recordkeepers and other service
providers.

3. Review the terms of agreements with service providers to ensure they contain best practice
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provisions and require ongoing compliance by the service provider with cybersecurity and
information security standards.

4. Educate participants and beneficiaries who manage their benefit accounts online about online
security.

In the updated guidance, the DOL added the following additional guidelines:

« In the Tips for Hiring a Service Provider, the DOL indicated that the plan fiduciary should find out
if the service provider has any insurance that would cover losses caused by cybersecurity and
identity theft breaches.

« In the Cybersecurity Program Best Practices, the DOL added additional detail on multifactor
authentication (MFA), including that service providers should deploy phishing-resistant MFA if
possible, implement MFA on internet-facing systems, and require MFA to access areas of the
service providers networks containing sensitive information.

« In the Online Security Tips, the DOL advised that participants should use longer passwords, not
common passwords, and change their longer passwords only annually instead of more
frequently.

Plan sponsors and fiduciaries should keep DOLs guidance in mind as they assess their cybersecurity
programs. In particular, the DOLs guidance is a good reminder to consider their health and welfare
plans’ data flows, systems, and vendors in cybersecurity risk assessments and reviews to help
implement best practices and strategies to mitigate cybersecurity risks.
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